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 Cyberbullying: Curbing student use of technology to 
intimidate and harass others; 

 Student use of the Internet: Reducing inappropriate 
Internet behaviors;  

 Staff use of the Internet: Drawing a Line between teachers’ 
public and private lives;  

 Privacy and security: Protecting student information;  
 The school as an Internet service provider: Providing 

access and protecting students;   
 Copyright law in the classroom: steering clear of legal 

liability;  
 Policies, procedures and contracts: communicating 

expectations to teachers, students and parents;  
 Ethical Issues: Developing responsible internet citizens 



 "Cyberbullying" is when a child, preteen or teen is 
tormented, threatened, harassed, humiliated, 
embarrassed or otherwise targeted by another 
child, preteen or teen using the Internet, 
interactive and digital technologies or mobile 
phones.  

 It has to have a minor on both sides, or at least 
have been instigated by a minor against another 
minor.  

 Once adults become involved, it is plain and 
simple cyber-harassment or cyberstalking.  

 Adult cyber-harassment or cyberstalking is never 
called cyberbullying. 



 For as long as there have been schools, there have been bullies. 
Students know it. Teachers know it too. There are physical 
bullies, verbal bullies, and relational bullies (i.e., bullies who use 
their status to exclude others from social groups and activities). 
Bullies are aggressive and intimidating, and their behavior can 
have a devastating effect on their victims, both at school and at 
home. 

 Bullying poses a problem for schools because of the toll it takes 
on members of the school community and the school 
environment in general. As a result, many schools have enacted 
antibullying policies that allow them to take disciplinary action 
against bullies when bullies are caught in the act of harassing, 
taunting, or harming their peers. As the scenarios above 
indicate, bullying has changed markedly with the development of 
electronic media. In the case of the Vermont teen, it even 
prompted lawmakers to propose a law requiring school 
antibullying policies. This new form of bullying is called 
cyberbullying. 



 Cyberbullying differs from traditional, face-to-face bullying. It relies on 
electronic devices, the Internet, and the anonymity the Internet provides. 
Nearly all cyberbullies operate anonymously, hiding behind screen 
names or stolen identities. They can access their victims at any hour of 
the day, and they can reach much larger audiences electronically when 
spreading rumors and falsehoods. 

 Cyberbullies have a multitude of tools available to them: cell phones, 
camera phones, e-mail, instant messaging, personal Web sites, 
socialnetworking sites, and more. They bully their victims via text 
messages, postings on social-networking sites like Facebook 
andMySpace (or themore vitriolic Snubster, EnemyBook, Juicy Campus, 
and HateBook), and discussions in online chat rooms.They forward e-
mailmessages to huge groups of friends and post embarrassing, 
sometimes altered, photographs and video clips of their victims to the 
Internet. In some instances, students hack into other students’ e-mail 
accounts or social-networking sites and create havoc by sending hateful 
messages or posting inflammatory content that appears to have been 
authored by their victims. The victims are not always fellow students. 
Sometimes the victims are teachers. 



 Flaming is online fights using electronic messages with angry and vulgar 
language. 

 Harassment is repeatedly sending nasty, mean,and insulting messages. 
 Denigration is dissing someone online, sending or posting gossip or 

rumors about a person to damage his or her reputation or friendships. 
 Impersonation is pretending to be someone else and sending or posting 

material to get that person in trouble or danger or damage that person’s 
reputation or friendships. 

 Outing is sharing someone’s secrets or embarrassing information or 
images online. 

 Trickery is tricking someone into revealing secrets or embarrassing 
information, then sharing it online. 

 Exclusion is intentionally and cruelly excluding someone from an online 
group. 

 Cyberstalking is repeated, intense harassment and denigration that 
includes threats or creates significant fear. 



 Educating the kids about the consequences (losing their ISP or IM 
accounts) helps. Teaching them to respect others and to take a 
stand against bullying of all kinds helps too. 

  Because their motives differ, the solutions and responses to 
each type of cyberbullying incident has to differ too. 
Unfortunately, there is no "one size fits all" when cyberbullying is 
concerned. Only two of the types of cyberbullies have something 
in common with the traditional schoolyard bully. Experts who 
understand schoolyard bullying often misunderstand 
cyberbullying, thinking it is just another method of bullying. But 
the motives and the nature of cybercommunications, as well as 
the demographic and profile of a cyberbully differ from their 
offline counterpart.  

 When schools try and get involved by disciplining the student for 
cyberbullying actions that took place off-campus and outside of 
school hours, they are often sued for exceeding their authority 
and violating the student's free speech right.  
 



 Online behavior of one reflects his or her standards of honesty, respect, and consideration as 
that in face to face. 

 The lines between public and private, personal and professional are blurred in the digital 
world. By virtue of identifying himself or herself as teacher/staff of a school/college online, 
he/she is now connected to colleagues, students, parents and the school/college community. 
He/she should ensure that content associated with him/her is consistent with his work and 
professional ethics. 

 It is his/her responsibility to familiarize himself/herself with appropriate settings on social 
media that he/she use to ensure that only the intended audiences get his/her activities on that 
social media. 

 Electronic communication with students are to be sent simultaneously to multiple students, not 
to just a single student, except communication is clearly school related and inappropriate for 
persons other than the individual student to receive. 

 Social media can be a powerful  communication tool and educational tool for students and 
parents. The school should encourage to use social media for those purpose. 

 The teacher is personally responsible for the content he/she publish online. He/she should 
take care the hi/her privacy. 

 Teachers who use social networking  to interact with  students/parents as an 
educational/communication tool must find a way to interact without giving access to their 
personal information and posts to them. 

 Teachers need not to post confidential student information  while contributing online. 

 

 



 Any organization with electronic records is vulnerable to security breaches, and 
education agencies are no exception.  

 Use password to protect from data breach. 
 The Data Destuction Document is a best practices guide on properly destroying 

sensitive student data after it is no longer needed. 
 Data Security checklist is designed to assist stakeholder organizations with 

developing and maintaining a successful data security program by listing essential 
components that should be considered when building such a program, with focus 
on solutions and procedures relevant for supporting data security operations of 
educational agencies. 

 Data breach response checklist publication provides educational agencies and 
institutions with a checklist of critical breach response components and steps to 
assist stakeholder organizations in building a comprehensive data breach 
response capability. The checklist is meant to be used as a general example 
illustrating some current industry best practices in data breach response and 
mitigation applicable to education community. 

 Schools have long been targets for cyber thieves and criminals.  A new threat, 
where the criminals are seeking to extort money from school districts and other 
educational institutions on the threat of releasing sensitive data from student 
records.  In some cases, this has included threats of violence, shaming, or bullying 
the children unless payment is received. 

https://gizmodo.com/hackers-lock-down-entire-school-district-with-threats-1818542996


 



 Internet Service Provider refers to a company that provides Internet 
services, including personal and business access to the Internet.  

 For a monthly fee, the service provider usually provides a software 
package, username, password and access phone number.  

 Equipped with a modem, you can then log on to the Internet and browse 
the World Wide Web and USENET, and send and receive e-mail.  

 For broadband access you typically receive the broadband modem 
hardware or pay a monthly fee for this equipment that is added to your 
ISP account billing. 

 In addition to serving individuals, ISPs also serve large companies, 
providing a direct connection from the company's networks to the 
Internet.  

 ISPs themselves are connected to one another through Network Access 
Points (NAPs).  

 ISPs may also be called IAPs (Internet Access Providers). 
 

http://www.webopedia.com/TERM/U/username.html
http://www.webopedia.com/TERM/P/password.html
http://www.webopedia.com/TERM/M/modem.html
http://www.webopedia.com/TERM/L/log_on.html
http://www.webopedia.com/TERM/B/browse.html
http://www.webopedia.com/TERM/W/World_Wide_Web.html
http://www.webopedia.com/TERM/U/USENET.html
http://www.webopedia.com/TERM/E/e_mail.html
http://www.webopedia.com/TERM/E/e_mail.html
http://www.webopedia.com/TERM/E/e_mail.html
http://www.webopedia.com/TERM/N/NAP.html
http://www.webopedia.com/TERM/N/NAP.html
http://www.webopedia.com/TERM/I/IAP.html


 Generally, it occurs when someone 
copies/steals expressions from another 
friend's composition and makes them appear 
to be his own work.  

 It is like plagiarism. 

 Teacher/examiner recognize acts of 
plagiarism as violations of Copyright law 

 It is difficult to identify who has copied i.e. 
violation of copyright law in classroom.  

 



 School or college has own policy use ICT in its 
premises. 

 School  or college shall develop standard 
operating procedure for ICT in its premises as 
well as communication and information sharing 
between teacher and students or teachers and 
parents. 

 A contract is an agreement that is enforceable. 

 There shall be contracts between School  or 
college and teachers/students/parents to use 
ICT. 

 



 Teachers, administrators and students should receive instruction related to the 
safe and responsible use of the Internet. Education for students should be 
appropriate to their age and understandings. Young people should be empowered 
to independently handle a wide range of interactions and activities on the Internet 
that could be harmful to their safety and well being. Educating older students 
regarding how to avoid the inadvertent access of inappropriate material and 
appropriate, effective responses if they accidentally access such materials, 
especially if the site has "trapped" them and will not allow them to exit, is 
essential. Further, it is necessary to address why such materials are considered to 
be inappropriate. Additional safety concerns include being the target or recipient 
of sexual predation, hate group recruitment, invasion of personal privacy, Internet 
fraud and scams, harassment, stalking, and harmful speech.  

  We also must address other issues related to the responsible use of the Internet 
by young people. In addition to the intentional access of potentially harmful 
material, these issues include copyright infringement, plagiarism, computer 
security violations (hacking, spreading viruses), violation of privacy, Internet fraud 
and scams, harassment, stalking, and dissemination of harmful speech or other 
violent or abusive material. We must prepare young people to understand their 
responsibilities as Cybercitizens. 



 Focus on the Educational Purpose  

 Clear Policy that is Well-Communicated to Students 

 Safe Internet Places for Younger Students 

 Education About the Safe and Responsible Use  

 Supervision and Monitoring  

 Appropriate Discipline  

 


