
Unit 6: Information Privacy and Data Mining 

• 6.1 Basic principles to Protect Information Privacy 
• 6.2 Uses and Misuses of Data Mining 
• 6.3 Primary Aims of data Mining 
• 6.4 Pitfalls of Data Mining 



6.1 Basic principles to Protect Information Privacy 
The General Data Protection Regulation (GDPR) comes into effect in May 
2018 and replaces all EU directive (95/46/EC). The new regulation 
strengthens local European legislation for Data Protection and aligns 
regulators under one authority.
We can split GDPR into six privacy principles:
1. Lawfulness, fairness and transparency:
Transparency: Tell the subject what data processing will be done.
Fair: What is processed must match up with how it has been described
Lawful: Processing must meet the tests described in GDPR
2. Purpose limitations
3. Data minimisation
4. Accuracy
5. Storage limitations
6. Integrity and confidentiality

https://www.mthreeconsulting.com/services/cyber-security-assessment-and-advisory


1. Lawfulness, fairness and transparency:
2. Purpose limitations
Personal data can only be obtained for “specified, explicit and legitimate purposes”. 
Data can only be used for a specific processing purpose that the subject has been made aware of and 
no other, without further consent.
3. Data minimization
Data collected on a subject should be “adequate, relevant and limited to what is necessary in relation 
to the purposes for which they are processed”.
i.e. No more than the minimum amount of data should be kept for specific processing.
4. Accuracy
Data must be “accurate and where necessary kept up to date”
Baselining ensures good protection and protection against identity theft. Data holders should build 
rectification processes into data management / archiving activities for subject data.
5. Storage limitations
Regulator expects personal data is “kept in a form which permits identification of data subjects for no 
longer than necessary”. 
i.e. Data no longer required should be removed.
6. Integrity and confidentiality
Requires processors to handle data “in a manner [ensuring] appropriate security of the personal data 
including protection against unlawful processing or accidental loss, destruction or damage”. 



6.2 Uses and Misuses of Data Mining 
Uses of data mining
1. It is helpful to predict future trends:
Most of the working nature of the data mining systems carries on all the informational factors of the 
elements and their structure.
One of the common benefits that can be derived with these data mining systems is that they can be 
helpful while predicting future trends. And that is quite possible with the help of technology and 
behavioral changes adopted by the people.
2. It signifies customer habits:
For example, while working in the marketing industry one can understand all the matters of customer 
behaviour and their habits. And that is possible with the help of data mining systems.
As these data mining systems handle all the information acquiring techniques. It is helpful in keeping the 
track of customer habits and their behavior.
3. Helps in decision making:
There are some people who make use of these data mining techniques to help them with some kind 
of decision making.
Nowadays, all the information about anything can be determined easily with the help of technology and 
similarly, with the help of such technology one can make a precise decision about something unknown 
and unexpected.

https://www.brandwatch.com/blog/how-understand-influence-consumer-behavior/
https://content.wisestep.com/how-to-make-good-decisions-quickly-steps/


Uses (Continued)
4. Increase company revenue:
As it has been explained earlier that data mining is a process wherein which it involves some 
sort of technology to acquire
some information about anything possible. And this type of technology makes things easier for 
their profit earning ratio.
As people can collect information about the marketed products online, which eventually 
reduces the cost of the product and their services.
5. It depends upon market-based analysis:
Data mining process is a system where in which all the information has been gathered on the 
basis of market information.
Nowadays, technology plays a crucial role in everything and that casualty can be seen in these 
data mining systems. Therefore, all the information collected through these data mining is 
basically from marketing analysis.
6. Quick fraud detection:
Most parts of the data mining process is basically from information gathered with the help of 
marketing analysis. With the help of such marketing analysis, one can also find out those 
fraudulent acts and products available in the market.



6.2 Uses and Misuses of Data Mining 
Misuse/Disadvantages of data mining
• Privacy Issues
• Because of privacy issues, people are afraid of their personal information is collected and 

used in an unethical way that potentially causing them a lot of troubles.
• Security issues
• There have been a lot of cases that hackers accessed and stole big data of customers from 

the big corporation such as Ford Motor Credit Company, Sony… with so much personal 
and financial information available, the credit card stolen and identity theft become a big 
problem.

• Misuse of information/inaccurate information
• Information is collected through data mining intended for the ethical purposes can be 

misused. This information may be exploited by unethical people or businesses to take 
benefits of vulnerable people or discriminate against a group of people.
• In addition, data mining technique is not perfectly accurate. Therefore, if inaccurate 

information is used for decision-making, it will cause serious consequence.

https://zentut.com/data-mining/data-mining-techniques/


6.3 Primary Aims of data Mining 
• The main purpose of data mining process is to discover those records of 

information and summarize it in a simpler format for the purpose of 
others.
• Goals of Data Mining
1. Prediction: Determine how certain attributes will behave in the future. 

For example, how much sales volume a store will generate in a given 
period.

2. Identification: Identify patterns in data. For example, newly wed couples 
tend to spend more money buying furnitures.

3. Classification: Partition data into classes. For example, customers can be 
classified into different categories with different behavior in shopping.

4. Optimization: Optimize the use of limited resources such as time, space, 
money or materials. For example, how to best use advertising to 
maximize profits (sales).



6.4 Pitfalls of Data Mining 
1. Overfitting and cross-validated data

2. Fallacy of incomplete evidence (The art of “cherry picking”):

Cherry picking is selecting results to fit a specific claim and excluding those that don’t. This is a common practice often seen 
in public debates and politics where two sides can both present data that back their position.

3. Perverse Incentive (The cobra effect):

It is the act of setting an incentive that accidentally produces the opposite result to the one intended. It is said that the term 
comes from an infamous program created by the British government to reduce cobras population in India. The British 
announced that they would pay anyone who brings them a dead cobra. Indians took up cobra breedering to profit from the 
program. The government discovered these farms and ended the buyback program. This caused the closure of the breeders, 
resulting in the liberation of all the cobras. In the end, this translated to a huge increase in the total population of cobras, the 
opposite of what the British government wanted.

Eg: Recommender system recommends based on history purchase but not works while trying to buy new type of product

4. The gambler’s fallacy and the regression fallacy:

The gambler’s fallacy is the act of mistakenly believing that, because something recently has happened more frequently, it is
now less likely to happen (and vice-versa).
This assumes that if something happens that’s unusually good or bad, it will revert to average over time. This fallacy is often 
used to “find” a causal explanation for outliers generated by a process in which natural fluctuations exists.
5. Quantitative fallacy (The McNamara fallacy):

The fallacy involves making a decision based solely on quantitative observations or metrics, and ignoring all others. The reason
given is often that these other observations cannot be proven.


